MCcALLISTER
Payment Solutions®

Before the installation and configuration of the required processing hardware,
McAllister Payment Solutions (MPS), and AVImark, the McAllister Payment
Solutions PA-DSS Implementation Guide must be reviewed in its entirety and
referenced during the installation and configuration.

Processing Hardware Configuration

¢+ VeriFone MX850 All-In-One Device: Before connecting the MX850
to your PC, the MX850 Driver CD will need to be installed.

o Insert the CD into your CD-drive, and wait for the WinZip Self-
Extractor window to auto-prompt.

WinZip Self-Extractor - Setup.exe g]
Tounzip all files in Setup.exe to the specified folder :
press the Unzip buttan,
|
Inzip to folder:
R Browse. . ] [ LClose ]
Ovenarite files without prompting
= About

o Select Unzip to extract the driver

o Once the driver is extracted, connect the MX850 to a USB port.
As soon as the device is connected, Windows will automatically
detect the device and driver and perform the installation.

o Should Windows not successfully perform the driver installation,
locate the driver that is appropriate for your operating system
(Windows 7 64-Bit or Windows 7 32-Bit, Vista, XP, 2000) within
your C-drive and execute it by double-clicking it. The
installation of the driver will then begin.

o Once the device is installed, the corresponding COM port will
need to be obtained. Select the Start button...Control Panel or
Start button...Settings...Control Panel.
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o Double-click on the System option within the Control Panel

o Select the Hardware tab, then the Device Manager button

System Properties @@
System Restars Automatic Updates Il Remate
Gereral | Computer Name Hardweare | Advanced

Device Manager

The Device Manager lists all the hardware devices installad
on pour computer. Uze the Device Manager to change the
properties of any device.

| Device Manager |

Dirivers

Diniver Signing lets pou make sure that installed drivers are
compatible with Windows. Windows pdate latz you zet up
haowe Windows connects to Windows Update for drivers.

[ Drriver Signing ] [ windows Update

Hardware Profiles

g Hardware profiles provide a way for you to et up and stare
different hardware configurations.

[ Hardware Prafiles I

[ 0k ][ Cancel ]

o Within the Device Manager window, expand the plus sign (+)
next to the Ports (COM and LPT) option and note the COM
number listed beside the Communications Port option.

o Keep the COM port that is listed for MX800 Family POS
Terminal for use later in these instructions.

NOTE: If using the 32 or 64-Bit version of Windows 7 and the
appropriate driver does not initially install properly, follow the steps
listed below to temporality disable the User Account Control (UAC).

o Select the Start button...Control Panel...User Accounts or Start
button...Settings...Control Panel...User Accounts.

o From within the User Accounts, select the link Change User
Account Control Settings.

o Move the slide bar down until Never Prompt is displayed.
o Restart Windows for the changes to be applied.

o Repeat the driver installation instructions listed above and again
restart Windows.
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¢+ Magtek Card Swipe: The card swipe has a USB connection that will
need to be connected to the AVImark server or workstation which will
be processing credit card payments.

o Connecting this device to a USB connection will display a brief
RED light then immediately change to GREEN. Once the green
light is displayed, the installation is complete.

¢ VeriFone PINPad 1000SE: This device is available with a Serial or
USB connection that will need to be connected to the AVImark server
or workstation which will be processing credit card payments.

NOTE: The USB VeriFone PINPad 1000SE is currently only available with
the use of Windows Vista. This device will not currently function with
Windows 2000 or XP.

o If using a USB PINPad:

Insert the CD into your CD-drive, and wait for the WinZip
Self-Extractor window to auto-prompt.

WinZip Self-Extractor - Setup.exe @

To unzip all files in Setup.exe to the specified folder

-

press the Unzip button. m
. Fun ‘Winip

IUnzip to folder:

= Browse... ] [ Claoze ]

Qverwrite filez without prompting bt

Help

Select Unzip to extract the driver

Once the driver is extracted, connect the 4 pin “phone
handset” end of your USB cable into the corresponding
connector on the VeriFone device.

Plug the USB end of the cable into an available USB port
on the computer.

In a few moments, the PINPad should be detected.
Windows will then present you with the “Found New
Hardware Wizard”. (If, for some reason, the device is not
recognized and the Wizard does not start, check the
section below on “"Debugging the driver installation”.)

Check the radio button indicating that you want to “Install
from a list or specific location” and click NEXT.
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» Check the radio button indicating “"Don’t search. I will
choose the driver...” and click NEXT.

= Click the “Have Disk” button and “Browse” to the location
where you placed the .INF file extracted from the .ZIP in
the section above.

= Select the file “"VeriFone_PP1000SE usb-uart.inf” to
OPEN then click OK.

» At this point you may get warnings that “This driver is not
digitally signed” and/or “has not passed Windows Logo
testing”. Just ignore it and click NEXT and “Continue
Anyway”.

» Finally, click “Finish” and your driver should now be
installed and functional.

» Once you have installed the driver, the corresponding
COM port will need to be obtained. Select the Start
button...Control Panel or Start button...Settings...Control
Panel.

*» Double-click on the System option within the Control
Panel

» Select the Hardware tab, then the Device Manager button

System Properties @@
System Restare _ Automatic Updates || Remate
General | Computer Mame Hardware | Advanced

Device Manager

=2  The Device Manager lists all the hardware devices installed
= on pour computer. Use the Device banager to change the
properties of any device.

| Device Manager |

Dirivers

Diriver Signing lete you make sure that installed drivers are
compatible with Windows. Windows | pdate lets you set up
hows wéindowes connects to Windows Update for drivers.

[ Diriver Sianing ] [ “windows Update

Hardware Profiles

s Hardware profiles provide a way for you to et up and store
different hardware configurations.

[ Hardware Profiles ]

[ Ok ][ Cancel ]
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Within the Device Manager window, expand the plus sign
(+) next to the Ports (COM and LPT) option and note
the COM number listed beside the Communications
Port option.

Keep the COM port that is listed for PP1000SE - PCI
PIN Pad for use later in these instructions.

o If using a Serial PINPad

Connect the Serial connector of the PINPad cable into the
serial port on the appropriate computer.

Connect the “phone handset” end of your serial cable into
the corresponding connector on the VeriFone device.

Plug the power supply cord into the socket at the base of
the serial connector. (see image below)

Z

Plug the power supply into an AC wall outlet.

Once you have the PINPad connected to the computer,
the corresponding COM port will need to be obtained.
Select the Start button...Control Panel or Start
button...Settings...Control Panel.

Double-click on the System option within the Control
Panel

Select the Hardware tab, then the Device Manager button
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System Properties @@

_ System Restore _ Automatic Updates Remate
Gereral | Computer Name | Hardware | Advanced

Device Manager

The Device Manager lists all the hardware devices installad
on pour computer. Uze the Device Manager to change the
properties of any device.

| Device Manager |

Dirivers

Diniver Signing lets you make sure that installed drivers are
compatible with Windows. Windows pdate latz you et up
haowe Windows connects to Windows Update for drivers.

[ Drriver Signing ] [ windows Update

Hardware Profiles

g Hardware profiles provide a way for you to et up and stare
different hardware configurations.

[ Hardware Prafiles ]

[ 0k ][ Cancel ]

» Within the Device Manager window, expand the plus sign
(+) next to the Ports (COM and LPT) option and note
the COM number listed beside the Communications
Port option.

» Keep this COM port for use later in these instructions.
+ Topaz Signature Capture Devices All Models: All models of the

Topaz devices must first have the included Topaz Systems INC CD
installed. Inserting the CD will auto-display an install menu:
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e =
:‘}Iigf P|LI5 ActiveX sidinlat b ninie.

BNyt snd Tose i

authentcation ol

[retall SgPhes aSignatunes MUt b retalied first] electronac signabunes
Irvatad | MS Ofca Phug-ire Tar Wand/Ewmesd [optaonal) L e R JOTR5E ang
[restall Mlog-n lor Adobe sorobat srandardProfessional (opoonall e

Lrestall SigTood [mager (agnabre BRP, TIF RG] loptonsd) { =
= TOPAZ
TEMS ML,

Curmeitte-suppomad devsdapment andonments and nbefaoe: e g e

NOTE: This CD will only need to be installed on the AVImark
computers that will be used to process credit cards through
AVImark.

o Selecting the option Install SigPlus eSignatures (must
be installed first) will begin the installation.

o Follow all on-screens prompts to the display indicating
you must choose the Topaz device you have received.
The appropriate model humber can be located on the
back of the device.
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Choose the Tablet E|

Fleaze choose your tablet.

If you are not sure, match the model number on the back of
your tablet with a model number below.

B

SignatureGem 145 [T-S261F
SignatureGem 45 [T-5751)
SignatureGem LCD 15 [T-L4E62]
SignatureGem LCD 43 [T-L755]
ClipGem (T-C912 or T-CH12-15200
ClipGem LGL [T-C91E]

SiglLite LCD 43 (T-L750)

LCO 45 [T-L7E0 ar T-L7EE]
SigLite 15 [T-5460 or T-5461)
SigLite LCD 15 [T-L450)

8 S Tl e B B T e B

o Please select one of the three options listed below and proceed:
» Siglite 1x5 (T-S460 or T-S461)
= Siglite LCD 1x5 (T-L460)
» SignatureGem LCD 1x5 (T-L462)

o Once you have selected the appropriate device, the
appropriate type of connection will need to be selected.
From this display, select the HSB (USB type).

Select the Connection Type gl

Pleaze choose pour tablet's connection type.

If zernial, chooze the Com port, A senal tablet's model number
[faund on the back of the tablet] ends with -B.

I you wizh to uze the USE part [-HSE pad). pleaze choose
the "HSB" option.

" Com1
" Com 2
" Com 3
" Com 4

Cancel

o The Topaz device will be active upon completing this installation.
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AVImark Setup

¢ Once your MPS account has been approved and opened, the MPS
feature will need to be activated from within AVImark.

¢ Log into AVImark using an Administrator password (access to security
option System-wide Authority)

¢ Select the Advanced Options tool bar button | &k and search for
Process Credit. This will display the option Process Credit
Transaction Using which will need to be set to MPS.
¢ From the AVImark CID, press and hold the Ctrl and Shift keys while
selecting the Utilities menu option. A Setup MPS option will be
displayed at the very bottom of the Utilities menu.
¢ Select this Setup MPS option to display the MPS Login window.
¢ From the MPS Login window, the following information is required:
o Username:
= Require a minimum of at least six characters
o Password: According to the PCI-DSS security standards
» Require a minimum length of at least eight characters

» Require both numeric and alphabetic characters

» Require a new password that is not the same as any of
the last four passwords used

o Email:
*» This email address will be used to send a temporary MPS
password to should your MPS username and/or password
ever be lost or forgotten.

Security Question and Your Answer:

o

» This question and answer will be used as a security
measure should the MPS username and/or password ever
be lost or forgotten, and a temporary password is
needed.

= Before the MPS username and/or password can be reset
and a temporary password emailed, the user will be
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required to supply the correct answer to the security
question.

¢ The Email Setup information will be required in order for a temporary
MPS password to be sent should the MPS username and/or password
ever be lost or forgotten.

o SMTP Server:
o SMTP Port:

o Username: This username will only be needed if the SMTP
server requires a user to login before email can be sent.

o Password: This password will only be needed if the SMTP
server requires a user to login before email can be sent.

¢ Selecting OK on the MPS Login window will save the MPS settings and
display a message indicating:”"MPS is now setup. Please restart
AVImark for changed to take effect.”

¢ When restarting AVImark, a user-login (administrator or non-
administrator) must be used before the installation of MPS will be
completed.

¢ Once AVImark is restarted, you are ready to proceed to the MPS
Setup instructions listed below.

*

If using a Dymo Labelwriter to print credit card signature slips, the
following setup will need to be accomplished once the printer is
installed and able to print a test page through Windows.

o The appropriate continuous-feed paper, which will be
used to print the credit card receipts, will need to be
selected within the printer properties.
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£ DYMO LabelWriter Receipt

Color Management | Security Device Settings
General | Shaing | Farts | Advanced

DD Labelwiiter Becaipt

Location: | |

LComment: i |

M odel: OYMO Labefafriter Twin Turlbo

Features
Color; Mo Paper available:
Double-sided: Mo %30258 Shipping

| Continuous, YWide
Staplz: Mo

Speed: Unknow

b amimum resolution: 300 dpi |

[F'l_inting PleBanCB$...] [ Print Test Page J

[ ak ][ Cancel ]

o Within the Properties window, selecting the Printing
Preferences button...the Paper/Quality tab...Advanced
button, will allow you to select the Continuous, Wide paper
size.

DY MO LabelWriter. Twin Turbo Advanced Options |E|r5__(|

59 DYMO Labelwriter Twin Turbo Advanced Dacument Settings
= % Paper/Output

Paper Size: | Conkinuous, Wide hd
Copy Count: 1 Copy
= @ Graphic

= @ Image Color Management
ICM Method: ICM Disabled
IiZM Inkent: Pictures
= i& Document Cptions
ndvanced Printing Features: Enabled
Color Printing Mode: Enhanced
Halftoning: Photo Cuality
= % Printer Features
Print Quality: Text Only
Print: Density: Mormal

u] l [ Cancel

o Within AVImark, using the Option Maintenance tool bar

button| i , search for Signature. Set the located option
Print Signature Slip on Credit Card Transactions to
TRUE.
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o Accessing the AVImark Printer Setup through the
Utilities menu option, select the appropriate Dymo
printer within the Receipt printer. The Quality of this
printer will need to remain Letter Quality.

¢ If using a Topaz signature capture device to digitally capture and
retain your credit card authorizations, the following setup will be
required once the installation of the Topaz device as mentioned earlier
in these instructions is complete:

o Within AVImark, using the Option Maintenance tool bar button

| Y , search for Topaz. Set the located option Enable the
Topaz Signature Capture Device to TRUE.

MPS Setup

¢ Once the MPS feature has been activated within AVImark and AVImark
has been rebooted and logged into as mentioned above, a new icon

E will be displayed within your system tray. Double-clicking on this
icon will display the MPS window.

File Help Sike  Ukilkies

B McALLISTER
Payment Solutions®

¢ As soon as your MPS account is approved, you will receive an email to
the address provided on your Merchant Application which will provide
access to required information specific to your clinic. This email will
contain your user name (Merchant ID) and a temporary password.

¢+ Logging onto the website www.coremanagementsystem.com will allow
you to create your permanent password and obtain the following
account information which will be used within AVImark:

o Acceptor ID
o Account ID

o Account Token
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¢ The above account information will be inserted into MPS.EXE by
accessing the Options button.

¢ Selecting the Options button will require the user to enter their MPS
username and password which was specified earlier within the
AVImark setup instructions.

General lDiaIup ] Dievices ]

Account Information:

Account ID |

Account Token |

Acceptor ID |

[ Enable A%S Authorization

[ *Aattempt Dialup IF Needed

0On Accounk Type mismatch:  [Show Message -

* - This is only required if wou want to use dialup when
broadband connection Fails,

EditLogin...| X cancel | | L OK |

¢ The Acceptor ID, Account ID, and Account Token information
must be taken from the above mention website and copied into the
corresponding MPS.EXE fields listed in the Options window.

¢ Additional options that will be used during the setup of MPS:

o Enable AVS Authorization: This option is used when a
credit card is not present and must be hand-keyed. It
enables the client’s street number and zip code to be
entered as added security and to lower the risk of fraud.

When this option is checked the hand-keyed window will
display as in the example below:
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McALLISTER PAYMENT SOLUTIONS

Card Number || CW|

Expiration: [mm [ |yy

[ Card Mot Present
[ Card Holder Mot Present

Billing Address: |
Billing Zip:
Ll o ohtions»

o Attempt Dialup If Needed: This option is checked when a
dial-up internet connection is wished to be used as an automatic
backup to a failed broadband connection. Selecting this option
will display a confirmation message at the time of processing if
an internet connection cannot be located.

NOTE: Is this option is checked, the information included on
the Dialup tab will be required.

B=E3

General Dialup lDevices]

Phone Mumnber |

Username |

Password |

x Cancel J 0K

o On Account Type Mismatch: Select the desired response
when a swiped or hand-keyed card type does not match the
selected card type.

¢ The processing hardware which was installed earlier will now need to
be specified within the Devices tab of MPS.EXE.
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Fin Pad: Mone ~| 4
Signature:  |Mone | 4
Card Swipe:  [None | A
Check Reader: [Nane ~| 4

x Cancel J 0K

o Since the processing hardware is workstation specific, the
processing hardware which will be used on each AVImark
workstation will be required to be selected on each individual
workstation.

o PIN Pad:

VeriFone MX850: Selecting this device for the PIN Pad
option will auto-select it for the Signature and Card Swipe
options. Select the Settings button and specify the
appropriate COM port which was located earlier in these
instructions. All other values can be left as default.

VeriFone PIN Pad: Select the Settings button and
specify the COM port which was located earlier in these
instructions.

o Signature:

VeriFone MX850: Selecting this device for the
Signature option will auto-select it for the PIN Pad and
Card Swipe options. Select the Settings button and
specify the appropriate COM port which was located
earlier in these instructions. All other values can be left
as default.

o Card Swipe:
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» VeriFone MX850: Selecting this device for the Card
Swipe option will auto-select it for the PIN Pad and
Signature options. Select the Settings button and
specify the appropriate COM port which was located
earlier in these instructions. All other values can be left
as default.

= Magtek Card Swipe: Selecting this device will not
require any settings to be specified.

¢ From within the MPS Options window, the Edit Login button can be
used to access the required MPS information specified during
activation of MPS.

;Dptinns E@@

General lDiaIup ] Devices ]

Account Infarmation:

Account IC |

Account Token |

Acceptor ID |

[ Enable AWS Authorization

[ *aAttempt Dialup IF Needed

On Account Type mismatch: — |Show Message -

* - This is only required if you want to use dialup when
broadband connection Fails.

EditLogin...| X cancel | || L OK |

+ If the MPS username and/or password are ever lost or forgotten,
contact the AVImark Technical Support for assistance with resetting
these pieces of information.

¢ If you are using the AVImark Site feature, each site can be setup
within MPS to process credit cards to a unique merchant ID keeping all
of your credit card transactions separate for each site.

o To setup the AVImark site feature to process using unique
merchant IDs, with AVImark open, double-click the MPS icon
displayed in your system tray.

16

McAllister Payment Solutions Inc. is a registered ISO/MSP with First National Bank of Omaha



o Selecting the Site menu option will display all sites that are
currently setup in AVImark. Selecting one of these sites, and
open the Options window using the Options button to specify
the appropriate Acceptor ID, Account ID, and Account Token for
this site.

o All options available within the General and Dialup tabs will be
specific to the selected site. The information selected within the
Devices tab will be workstation specific rather then site specific.

o Once all options have been set for the selected site, select OK
to proceed to the setup of your next site.

Before the installation and configuration of the required processing hardware,
McAllister Payment Solutions (MPS), and AVImark, the McAllister Payment
Solutions PA-DSS Implementation Guide must be reviewed in its entirety and
referenced during the installation and configuration.
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